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Mr. Chairman and Members of the Committee:

We are pleased to be here today to discuss the use of nondisclosure

agreements by executive branch agencies.

The data we are summarizing today were compiled from responses to
guestionnaires sent to executive branch agencies and preliminary
data provided by the Department of Defense (DOD) for calendar

years 1986 and 1987. We have not received DOD's formal response to
the current guestionnaire; therefore, some changes to the overall

data are likely.

BACKGROUND

You and the Chairmen of the House Committee on Post Office and
Civil Service and Senate Committee on Governmental Affairs,
Subcommittee on Federal Services, Post Office, and Civil Service,
requested the General Accounting Office to update information
obtained through previous guestionnaires on the federal
government's personnel and information security programs.
Specifically, vou asked that we compile data from a questionnaire
you sent to about 50 executive branch agencies and identify trends
using prior data. This questicnnaire is the fourth one sent to
federal agencies since 1983. We reported the results of the
responses to the earlier guestionnaires in 1983, 1984, and 1986.
We are in the process of obtainina the final responses to the

recent guestionnaire and drafting a report.



REQUIREMENTS FOR NONDISCLOSURE AGREEMENTS

National Security Decision Directive 84, dated March 11, 1983,
requires government and contractor employees to sign a
nondisclosure agreement as a condition of access to classified
information. 1In addition, the Director of Central Intelligence
requires individuals with access to sensitive compartmented
information (SCI)--information related to intelligence matters—--to
sign a separate nondisclosure agreement. Those individuals must
sign such agreements as Form 4193, its successor Form 4355, or

DD Form 1847-1 (see atts. I through III). Other government
agencies also require specialized agreements before granting access

to the government's many non-SCI special access programs.

National Security Decision Directive 84 required the Director,
Information Security Oversicht Office, General Services
Administration, to develop a standardized agreement form for all
persons to sign as a condition of access to classified information.
He issued Standard Form 189 in September 1983 for use by government
employees and Standard Form 189-A in November 1986 for use by
contractor employees (see atts., IV and V)., Because of the large
number of individuals involved, only newly cleared individuals must
sign the agreements before receiving access to classified

information. DOD uses the annual security refresher briefings as



an appropriate time for individuals with existing clearances to

sign the agreements.

The Directive also provides that agreements for persons authorized
access to SCI must include a provision reguiring a prepublication
review. These reviews are reguired of all materials prepared for
public disclosure that contain SCI or related classified
information or a description of activities that produce or relate
to SCI. However, as reported to you in September 1986, agency
employees with SCI access have been required to sign nondisclosure
agreements with lifetime prepublication review requirements since
the issuance of Form 4193 in 1981, BAlthough the President
suspended the prepublication review provision of the Directive on
February 15, 1984, the suspension has had little effect on
prepublication review requirements. This is because employees are
still reguired to sign a Form 4193 or DD Form 1847-1 before beina

granted access to SCI.

NUMBER OF NONDISCLOSURE AGREEMENTS INCREASED

Executive agencies reported that about 2.5 million current and
former government employees had signed Standard Form 189 as of
December 31, 1987. The total number of contractor employees who

had signed Standard Form 189-A was unknown. DOD, which accounted

Tinformation and Personnel Security: Data on Employees Affected by
Federal Security Programs (GAO/NSIAD-86-189FS), Sept. 2%, 1986.
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for about B5 percent of all contractor employees with clearances,
said that the number signed was not available. DOD said that its
contractors' 1.1 million emplovees with security clearances had
until December 31, 1988, to siagn the agreements. Other agencies
reported that about 102,000 contractor employees (about half of

their con:ractor employees with clearances) had sianed Form 189-A.

The number of current and former agency employees who have signed
SCI nondisclosure agreements with a provision for prepublication
review has increased substantially since calendar year 1982,

During this Committee's hearina on National Security Decision
Directive 84 in October 1983, we reported that, excluding employees
of the Central Intelligence Agency (CIA) and the WNaticonal Security
Agency (NSA), about 113,000 government employees with SCI access
would have been reguired to sign nondisclosure agreements
containing a prepublication review provision. We estimate that, as
of December 31, 1987, about 453,000 current and former employees,
excluding those employees of the CIA and NSA, have signed such SCI

agreements.,

In addition, other agreements also require prepublication reviews,
For example, the Federal Bureau of Investigation's employment
agreement contains a prepublication review provision (see att. VI).
Data available showed that about 49,000 non-SCI agreements included
prepublication review provisions in December 1985, increasing to

about 53,000 in December 1987.



In summary, over 500,000 signed nondisclosure agreements require

prepublication reviews.

You asked agencies to report the number of nondisclosure agreements
signed after section 630 of Public Law 100-202 became effective on
December 22, 1987. The law put a moratorium on the use of Forms
189, 4193, and any other nondisclosure agreements that contained
objectionable items, such as use of the word classifiable. Critics
of the agreements have expressed concern, for example, that use of
such a term could subject employees to penalties for disclosing

unclassified information that the government later classifies.

On December 29, 1987, the Information Security Oversight Office
advised agencies of the law. The Office instructed the agencies to
cease implementation of Standard Forms 189 and 189-A, pending

resolution of the congressiconal concerns.

However, federal emplovees with access to SCI were still required
by the Director of Central Intelligence to sign an amended Form
4193, The amendment consisted of a paragraph which states that the
agreement will be enforced in a manner consistent with section 630
of Public Law 100-202. On March 22, 1988, Standard Form 4193 was
replaced by Standard Form 4355, which omits the term "classifiable

information" but continues the requirement of prepublication

review.



Eighteen agencies reported about 43,000 Standard Forms 189 and
6,000 SCI nondisclosure agreements were signed from December 22,
1987, éo March 31, 1988. This does not include the Army, which
reported that the number of agreements signed during the period was
unknown. DOD did not tell its contractors to stop using Standard
Form 1839-A until March 22, 1988. As noted previcusly, DOD does not

know how many contractor employees had signed Form 189-A.

UNAUTHORIZED DISCLOSURES

National Security Decision Directive 84 also requires agencies to
adopt procedures to report and investigate unauthorized disclosures
of classified information, and to maintain records of such
disclosures and investilgations. The Directive requires agencies to

report unauthorized disclosures to the Deparwment of Justice.

Agencies reported a total of 328 unauthorized disclosures for the 5
years ending December 1982. For the years 1883 through 1987, they
reported unauthorized disclosures of 43, 151, 165, 60, and 81,

respectively.

The percentage of unauthorized disclosures referred to the
Department of Justice increased since the Directive was issued., 1In

1984, agencies referred about 30 percent of the unauthorized



disclosures to the Department. This percentage increased to about

32 percent in 1985, 53 percent in 1986, and 60 percent in 1987.

You asked for information on unauthorized disclosures through
writings or speeches by current or former employees. These
comprised 21 of 328 reported unautiorized disclosures for 1978-

B2, For subseguent years, agencies reported the following:

~— One of 43 disclosures in 1983 was through a speech or

publication by a then-current employee of a contractor.

~-- Eight of the 151 disclosures in 1984 were made through
published writings or speeches. 8ix of the 8 were by

then-current employees, and 2 were by former employees.

-= Saven of the 165 unauthorized disclosures in 1985 were made
throuah speeches or pubhlished writinas. Five of the 7
were by then-current employees and 2 were by former

enployees,

—- Six of 60 disclosures in 1986 were by published writings or

speeches of then-current employees.

—— Three of the 81 in 1987 were by published writings or

speeches of then-current employees.



We do not know how many of these disclosures were by individuals
who had signed nondisclosure agreements with prepublication review
provisions. Agencies reported no disclosures by former employees'

published writings or speeches in 1986 or 1987,

Mr. Chairman, this concludes my prepared statement. We would be

pleased to answer any questions.



ATTACHMENT T ATTACHMENT ¥
SENSITIVE COMPARTMENTED INFORMATION NONDISCLOSURE AGREEMENT

An Agreement Between — and the United Staics
{(Name - Printed or Typed;

1. Intending to be legalls bound, | hereby accept the obligations contained in this Agreement in consideration of my being
granted access o information protected within Special Access Programs, hereinafier referred to in this Agreement as Sensitive Com-
partmented Information (SCI). | have been advised that SCI involves or derives from intelligence sources or methods and is classified
or classifiable under the standards of Executive Order 12065 or other Executive order or statute. | understand and accept that by being
granted access to SCI, special confidence and trust shall be placed in me by the United States Government.

2 | hereby acknowledge that | have received a security indoctrination concerning the nature and protection of SCI, including
the procedures to be followed in ascertaining whether other persons to whom | contemplate disclosing this information have been
approved for access 1o it, and ] understand these procedures. I understand that | may be required 1o sign subsequent agreements upon
being granted access to different categories of SC1 1 further understand that all my obligatiens under this Agreement continue to exist
whether or not [ am required (o sign such subsequent agreements.

3. | have been advised that direct or indirect unauthorized disclosure, unauthorized retention, or negligent handling of SCI by
me could cause irreparable injury to the United States or be used 1o advantage by a foreign nation. | hereby agree that I will never
divulge such information to anyone who is not authorized to receive it without prior written authorization from the United States
Government department or agency (hereinafter Department or Agency) that last authorized my access 1o SCL. | further understand
that I am obligated by law and regulation not to disclose any classified information in an unauthorized fashion.

-4. In consideration of being granted access to SCI and of being assigned or retained in a position of special confidence and trust
. requiring access 10 SCI.-F hereby agree to submit for security review by the Department or Agency that last authorized my access to such
information, all information or materials, including works of fiction, which contain or purport to contain any SCI or description of activi-
ties that produce or relate to SCI or that | have reason 1o believe are derived from SCI, that | contemplate disclosing 10 any person not
authorized to have access to SCI or that | have prepared for public disclosure 1 understand and agree that my obligation to submit such
information and materials for review applies during the course of my access to SCI and thereafter, and | agree 10 make any required
submissions prior to discussing the information or materials with, or showing them 10, anyone who is not authorized to have access to SC1.
1 further agree that | will not disclose such information or materials 10 any person not authorized to have access to SC! until | have
received written authorization from the Department or Agency that last authorized my access to SCI that such disclosure is permitied

5. 1 understand that the purpose of the review described in paragraph 4 is to give the United States a reasonable opportunity to
determine whether the information or materials submitted pursuant 10 paragraph 4 set forth any SCI. | further understand that the
Depariment or Agency to which | have submitted materials will act upon them, coordinating within the Intelligence Community when
appropriate, and make a response to me within a reasonable time, not to exceed 30 working days from date of receipt.

6. 1 have been advised that any breach of this Agreement may result in the termination of my access to SCI and retention in a
position of special confidence and trust requiring such access, as well as the termination of my employment or other relationships with
any Department or Agency that provides me with access 1o SCI. In addivion, | have been advised that any unauthorized disclosure of
SCI by me may constitute violations of United States criminal laws. including the provisions of Sections 793, 794, 798, and 952, Tatle
18, United Siates Code, and of Section 783¢b). Title 50, United States Code. Nothing in this Agreement constitutes a warver by the
United States of the right 1o prosecute me for any statutory violation.

7. 1 understand that the United States Government may seek any remedy available to it to enforce this Agreement including,
but not hmited to, application for a court order prohibiting disclosure of information in breach of this Agreement. | have been advised
that the action can be brought against me in any of the several appropriate United States District Courts where the United States
Government may elect to file the action. Court costs and reasonable atlorneys fees incurred by the United States Government may be
assessed against me 1f | lose such action.

8. 1 understand that all information to which 1 may obtain access by signing this Agreement is now and will forever remain the
property of the United States Government. I do not now, nor will | ever, possess any right, interest, title, or claim whatsoever to such
information | agree that | shall return all materials, which may have come inte my possession or for which | am responsible because of
such access, upon demand by an authorized representative of the United States Government or upon the conclusion of my employment
or other relationship with the United States Government entily providing me access to such materials. 1f | do not return such matenals
upon requeslt, | understand this may be a violation of Section 793, Title {8, United States Code. a United States criminal law.

9. Unless and until | am released in writing by an authorized representative of the Department or Agency that last provided me
with access to SCI, | undersiand that all conditions and obligations imposed upon me by this Agreement apply during the time 1 am
granted access to SCI, and at ali times thereafier

10. Each provision of this Agreement is severable 1l a court should find any provision of this Agreement to be unenforceable, all
other provisions of this Agreement shail remain in full force and effect This Agreement concerns SCI and does not set forth such other
conditions and obligations not related 10 SCI as may now or hereafier pertain to my employment by or assignment or relationship with
the Department or Agency.

11. | have read this Agreement carefully and my questions, il any, have been answered to my satisfaction. 1 acknowledge that
the_bricﬁng officer has made available Sections 793, 794, 798, and 952 of Title 18, United States Code, and Section 783(b) of Title 50,
United States Code, and Executive Order 12065, as amended, so that | may read them at this time, if | so choose.

12. F hereby assign 10 the United States Government all rights. title and interest, and all royalties, rerunerations, and emoluments that
have resulted, will result, or may result from any disclosure, publication, or revelation not consistent with the terms of this Agreement.

FORM 4]93 OBSOLETE PREVIOUS  Reploces Forms 4065 J958 41930 ond 41930
LY EDITION whech are sbueoleve and wib not be ved |



ATTACHMENT T ATTACHMENT T
13 1 make this Agreement without any mental reservation or purpose of evasion.

SIGNATURE DATE

The execution of this Agreement was witnessed by the undersigned who accepted it on behalf of the United Siates Government
as a prior condition of access to Sensitive Compartmented Information.

WITNESS and ACCEPTANCE:

SIGNATURE DATE

SECURITY BRIEFING ACKNOWLEDGMENT

| hereby ocknowledge that | was briefed on the following SCI Special Access Progrom(s):

(Special Access Programs by Initials Only}

Signoture of Individual Briefed Date Briefed

Printed or Typed Nome

Social Security Number (See Notice Below) Organization (Name and Address)

| certify that the above SC! access(es) were approved in accordance with relevont SCl procedures ond that the briefing presented by
me on the above date was also in occordance therewith,

Signature of Briefing Officer

Printed or Typed Name Organization (Name and Address)

Social Security Number (See Notice Below)

SECURITY DEBRIEFING ACKNOWLEDGMENT

Hoving been reminded of my continuing obhgation te comply with the terms of this Agreement, | hereby acknowledge that | wos de-
briefed on the following SCI Special Access Programis).

(Speciol Access Progroms by Initials Only)

Signature of Individual Debriefed Date Debrieted

Printed or Typed Name

Social Security Numbert (See Notice Below) Organization (Nome ond Address)

| certify that the debriefing presented by me on the above date was in occordance with relevant SCi procedures.

Signature of Debrisfing Otficer

Printed or Typed Nome Orgonization (Name ond Address)

Social Security Numbaer (See Notice Below)

NOTICE: The Privacy Act, $ U.S.C 522a, requires that federal agencies inform individuals, at the time information is solicited from them, whether

the disclosure is mandatory or voluntary, by what authority such information is solicited, and what uses will be made of the information You are

hereby advised that authority for soliciting your Social Security Account Number (SSN1 is Exccutive Order 9397, Your SSN will be used to identify

you precisely when it is necessary to !} certify that you have access 1o the information indicated above, 2) determine that your access Lo the information

“chicatr T st L nated, or 3) certify that you have witnessed a briefing or debricfing Although Asclosure of - ET™' g nct mandatory, your failure
do sc im, = . such certifications or determinations. 10



ATTACHMENT IT ATTACHMENT 11
SENSITIVE COMPARTMENTED INFORMATION NONDISCLOSURE AGREEMENT

An Agreement Between and the United States
{Name — Printed or Typed)

1. Intending to be legaily bound, I hereby accept the obligations contained in this Agreement in cansideration of my being grant-
ed access to information or material protected within Special Access Programs, hereinafier referred to in this Agreement as Sensitive
Compartmented Infornfanion (SCI). I have been advised that SCI involves or derives from intelligence sources or methods and is classi-
fied or is in the process of a classification determination under the standards of Executive Order 12356 or other Executive order or
statule: ] understand and accept that by being granted access to SCI, special confidence and trust shall be placed in me by the United
States Government.

2. | hereby acknowledge that | have received a security indoctrination concerning the nature and protection of SCI, including the
procedures to be followed in ascertaining whether other persons to whom I contemplate disclosing this information or material have
been approved for access to it, and | understand these procedures. I understand that 1 may be required to sign subsequent agre: menis
upon being granted access to different categories of SCI. I further undersiand that all my obligations under this Agreement continue
to exist whether or not | am required to sign such subsequent agreements.

3. I have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of SCI by me could cause
irreparable injury to the United States or be used to advantage by a foreign nation. 1 hereby agree that I will never divulge anything
marked as SCI or that I know to be SCI to anyone who is not authorized to receive it without prior written authorization from the
United States Government department or agency (hereinafter Depariment or Agency} that last authorized my access to SCL. I under-
stand that it is my responsibility o consult with appropriate management authorities in the Department or Agency that last authorized
my access o SCI, whether or not I am still employed by or associated with that Department or Agency or a contractor thereof, in order
to ensure that [ know whether information ot material within my knowledge or control that I have reason 10 believe might be SCI, or
related to or derived from SCI, is considered by such Department or Agency to be SCL. I further understand that I am also obligated

by law and regulation not to disclose any classified information or material in an unauthorized fashion.

4. 1n consideration of being granted access 1o SCI and of being assigned or retained in a position of special confidence and trust
requiring access to SCI, | hereby agree to submit for security review by the Department or Agency that last authorized my access to
such information or matenal, any wniting or other preparation in any foerm, including a work of fiction, that contains or purports to
contain any SCI or description of acuvities that produce or relate to SCI or that | have reason to believe are denived from SCI, that 1
contemplate disclosing to any person not authorized to have access 10 SCI or that | have prepared for public disclosure. 1 understand
and agree that my obligation to submit such preparations for review applies during the course of my access to SCI and thereafter, and
I agree to make any required submissions prior to discussing the preparation with, or showing it to, anyone who is not authorized to
have access to SCI. 1 further agree that | will not disclese the contents of such preparation to any person not authorized to have access
to SCI until 1 have received written authorization from the Department or Agency that last authorized my access to SCI that such
disclosure 1s permitted.

5. 1 understand that the purpose of the review described in paragraph 4 is to give the United States a reasonable opportunity to
determine whether the preparation submitted pursuant to paragraph 4 sets forth any SCI. I further understand that the Department or
Agency to which | have made a submussion will act upon it, coordinating within the Intelligence Community when appropriate, and
make a response to me within a reasonable time, not to exceed 30 working days from date of receipt.

6. I have been advised that any breach of this Agreement may result in the termination of my access to SCI and removal from a
posiuion of special confidence and trust requiring such access, as well as the termination of my employment or other relationships with
any Department or Agency that provides me with access to SCI. In addition, I have been advised that any unauthorized disclosure of
SCI by me may constitute violations of United States criminal laws, including the provisions of Sections 793, 794, 798, and 952, Title
18, United States Code, and of Section 783iby, Title 50, United States Code. Nothing in this Agreement constitutes a waiver by the
United States of the right to prosecute me for any statutory violation.

7. 1 understand that the United States Government may seek any remedy available to it to enforce this Agreement including, but
not limited to, application for a court order prohibiting disclosure of information in breach of this Agreement. 1 have been advised that
the action can be brought against me in any of the severaj appropriate United States District Courts where the United States Govern-
ment may elect to file the action. Court costs and reasonable attorneys fees incurred by the United States Government may be assessed
against me 1if | lose such acuon.

8. 1 understand that all information 10 which 1 may obtain access by signing this Agreement is now and will remain the property
nf the United States Government unless and until otherwise determined by an appropriate official or final ruling of a court of law. Sub-
ject to such determination, 1 do not now, nor will 1 ever, possess any right, interest, title, or claim whatsoever to such information. ]
agree that 1 shall return all matenials that may have come into my possession or for which I am responsible because of such access,
uron demand by an authorized representative of the United States Government or upon the conclusion of my empioyment or other re-
lationship with the United States Government entity providing me access to such materials. If I do not return such materials upon re-
quest, ] understand this may be a violation of Section 793, Title 18, United States Code.

3. Unless and until I am released in writing by an authorized representative of the Department or Agency that last provided me
with access to SCI, I understand that all conditions and obligations imposed upon me by this Agreement apply during the time [ am
granted access to SCI, and at all times thereafter.

10. Each provision of this Agreement is severable. If a court should find any provision of this Agreement to be unenforceable, all
other provisions of this Agreement shall remain in full force and effect. This Agreement concerns SCI and does not set forth such other
conditions and obligations not related to SCI as may now or hercafter pertain to my employment by or assignment or relationship with
the Department or Agency.

11 1 have read this Agreement carefully and my questions, if any, have been answered to my satisfaction. I acknowledge that the
briefing officer has made available Sections 793, 794, 798, and 952 of Title 18, United States Code, and Section 783(b) of Title 50,
Uniied States Code, and Executive Order 12356, as amended, so that | may read them at this time, if I so choose.

FORM

(Ropioces F 4193
dies 4355 mhnab;“uw-d
wll Aot be veed) } l



ATTACHMENT 11 ATTACHMENT TI

12. 1 hereby assign to the United States Government all rights, title and interest, and ali royalties, remunerations, and
emoluments that have resulted, will result, or may result from any disclosure, publication, or reveiation not consistent with the

terms of this Agreement.
13. This Agreement shall be interpreted under and in conformance with the law of the United States.

14. 1 make this Agreement without any mental reservation or purpose of evasion.
| 4

SIGNATURE DaTE
‘

The execution of this Agreement was witnessed by the undersigned who accepred 1t on behalf of the United States Government

as a prior condition of access to Sensiive Comparimented information

WITNESS and ACCEPTANCE:

) SIGNATURE DATE

SECURITY BRIEFING ACKNOWLEDGMENT

| hereby ocknowledge that | wos briefed on the following SCI Speciol Access Programis)

(Special Access Progroms by Initicls Only)

Signature of Individual Briefed Date Briefed

®r:n. d or Typed Noame

Social Security Number {See Notice Below; Orgonization {Name and Address)

| certity thot the cbove 5CI accessies) were approved in accordance with relevant SCI procedures and thoat the briefing presented by
me on the above date was also in occordance therewith,

Signoture of Briefing Officer Social Secunity Number (See Notice Below)

Printed or Typed Nome Orgomzotion (Name and Address)

SECURITY DEBRIEFING ACKNOWLEDGMENT

Hoving been reminded of my continuing obligetion to comply with the terms of this Agreement, | hereby ocknowledge that | was de-
briefed on the following SCI Special Access Programs,

(Special Access Programs by {nitials Only)

Signature of Individuol Debriefed Dote Debriefed

Printed or Typed Nome

Social Security Number (See Nofice Below) Organizotion (Name ond Address)

| certity thot the debriefing presented by me on the cbove dote was in accordance with relevant SCI procedures.

Signature of Debriefing Officer Social Secunity Number (See Notice Below)

Printed or Typed Nome Crgonization (Name and Address)

NOTICE: The Privacy Act, 5 US C 522a. requires that federal agencies inform individuals, 2t the time information 15 solicited from them, whether
the disclosure 15 mandatory or voluntary, by what authonity such information is solicited, and what uses will be made of the information. You are
hereby advised that acthonity for soliciting your Socra! Security Account Number (SSN) 1s Executive Order 9397 Your SSN wiil be used to identify
you precisely when 1t 15 necessary to 1) certify that you have access to the information indicated above, 2) determine that vour access to the tnformation
indicated has termnated. or 3) certrfy that you have witnessed a briefing or debricfing Although disclosure of your SSIN 1s not mandatory. your failure

to do s0 mav impede such certifications or determinations



.ATTACHMENT II1T

ATTACHMENT ITT

SENSITIVE COMPARTMENTED INFORMATION
NONDISCLOSURE AGREEMENT

An Agreement Between

and the United States

{Name—Printed or Typed) (Last, First, Middle Initial)

1. Intending to be legally bound. 1 hereby accept the obliga-
tions contained in this Agreement n consideration of my being
granted access to information protected within Special Access
Programs, heremnafter referred 1o in this Agreement as Sensitive
Compartmented Information. 1 have been advised that Sensitive
Compartmented Information involves or derives from intelligence
sources or methods and is classified or classifiable under the
standards of Executive Order 12356 or other Executive order or
statute. [ understand and accept that by being granted access to
Sensitive Compartmented Information special confidence and
trust shall be placed in me by the United States Government.

2. I hereby acknowledge that | have received a securityv indoc-
trination concerning the nature and protection of Sensitive
Compartmented Information. including the procedures to be
followed 1n ascertaining whether other persons to whom I con-
template disclosing this information have been approved for ac-
cess to1t. and [ understand these procedures. I understand that 1
may be required to sign an appropriate acknowledgment upon
being granted access to each categony of Sensitive Compart-
mented Information. 1 further understand that all my obliga-
tions under this Agreement continue to exist with respect to
such categornes whether or not [ am required to sign such an ac-
knowledgment.

3. I have been advised that direct or indirect unauthornzed
disclosure. unauthorized retention. or negligent handling of Sen-
sitive Compartmented Information by me could cause irreparable
injury to the United States or be used to advantage by a foreign
nation, | hereby agree that 1 will never divulge such information
to anyone who 1s not authorized to receive 1t without prior writ-
ten authorization from the United States Government depart-
ment or agency (hereinafter Department or Agency) that fast
authorized my access to Sensitive Compartmented Information.
I further understand that I am obligated by law and regulation
not to disclose any classified information in an unauthonzed
fashion.

4. In consideration of being granted access to Sensitive Com-
partmented Information and of being assigned or retained in a
position of special confidence and trust requiring access to Sen-
sitive Compartmented Information, I hereby agree to submtt for
security review by the Department or Agency that last author-
ized my access to such information, all information or matenals,
including werks of fiction, which contain or purport to contatn
any Sensitive Compartmented Information or description of ac-
tivities that produce or relate to Sensitive Compartmented Infor-
mation or that | have reason to believe are derived from Sensi-
tive Compartmented Information, that I contemplate disclosing
to any person not authorized to have access to Sensitive Com-
partmented Information or that I have prepared for public dis-
closure. I understand and agree that my obligation to submit such
mformation and matenals for review applies during the course
of my access to Sensitive Compartmented Information and there-
after, and I agree to make any required submissions prior to dis-
cussing the information or materials with, or showing them to
anyone who is not authorized to have access to Sensitive Com-
partmented Information. I further agree that | will not disclose
such information or matenals to any person not authorized to
have access to Sensitive Compartmented Information until 1

FORM

DD 1847-1
83 JAN . L

have received written authorization from the Department or
Agency that last authorized my access to Sensitive Compart-
mented Information that such disclosure is permitted.

5. T understand that the purpose of the review described in
paragraph 4 is to give the United States a reasonable opportunity
to determine whether the information or materials submitted
pursuant to paragraph 4 set forth any Sensitive Compartmented
Information. I further understand that the Department or
Agency to which I have submitted materials will act upon them.
coordinating within the Intelligence Community when appropri-
ate, and make a response to me within a reasonable time, not to
exceed 30 working days from date of receipt.

6. I have been advised that any breach of this Agreement
may result in the termination of my access to Sensitive Compart-
mented Information and retention in a position of special con-
fidence and trust requinng such access. as well as the termination
of my employment or other relationships with any Department
or Agency that provides me with access to Sensitive Compart-
mented Information. In addition, | have been advised that any
unauthoerized disclosure of Sensitive Compartmented Informa-
tion by me may constitute violations of United States criminal
laws, including the provisions of Sections 793, 794, 798 and
052, Tatle 18, United States Code, and of Section 783(b), Title
50. United States Code. Nothing 1n this Agreement constitutes a
waiver by the Umnited States of the right to prosecute me for any
statutory vicolation.

7. I understand that the United States Government may seek
any remedy available to it to enforce this Agreement including.
but not imited to, application for a court order prohibiting dis-
closure of information in breach of this Agreement. [ have been
advised that the action can be brought against me in any of the
several appropriate United States District Courts where the
United States Government may elect to file the action. Court
costs and reasonable attorneys fees incurred by the United
States Government may be assessed against me if 1 lose such
action

8. I understand that ali information to which I may obtan
access by signing this Agreement is now and will forever remain
the property of the United States Government. [ do not now,
now will | ever, possess any right, interest, title, or claim whatso-
ever to such information. 1 agree that [ shall return all materais,
which may have come into my possession or for which I am re-
sponsible because of such access, upon demand by an authorized
representative of the United States Government or upon the con-
clusion of my employment or other relationship with the United
States Government entity providing me access to such materials.
If | do not return such materials upon request, I understand this
may be a violation of Section 793, Title 18, United States Code,
a United States criminal law.

9. Unless and until I am released in writing by an authonzed
representative of the Department or Agency that last provided
me with access to Sensitive Compartmented Information, |
understand that all the conditions and obligations impuased upon
me by this Agreement apply during the time ] am granted access
to Sensitive Compartmented Information, and at all times there-
after.



ATTACHMENT ITI

10. Each provision of this Agreement 1s severable. 1f a court
should find any provision of this Agreement to be unenforce-
able, all other provisions of this Agreement shall remain in full
force and effect. This Agreement concerns Sensitive Compart-
mented Information and does not set forth such other conditions
and obligations not related to Sensitive Compartmented Informa-
tion as may now or hereafter pertain to my employment by or
assignment or relationship with the Department or Agency.

11. 1 have read this Agreement carefully and my guestions, if
any. have been answered to my satisfaction. T acknowledge that
the briefing officer has made available Sections 793, 794, 798,

ATTACHMENT ITT

and 952 of Title 18, United States Code, and Section 783(b) of
Title 50, United States Code, and Executive Order 12356, as
amended, so that | may read them at this time, if [ so choose.

12. 1 hereby assign to the United States Government all nghts,
title and interest, and all royalties, remunerations, and emolu-
ments that have resulted, will result, or may result from any dis-
closure, publication, or revelation not consistent with the terms
of this Agreement.

13 [ make this Agreement without any mental reservation or
purpose of evasion

Signature

Organization

Prnnted Typed Name (Last, First. Maddle Isual)

SSN (See Notice Below)

Ranh(irade Date (YY, MM, DD)

Billet Number {(Optional)

FOR USE BY MILITARY AND GOVERNMENT CIVILIAN PERSONNEL

Witness and Acceptance

The execution of this Agreement was witnessed by the undersigned who accepted it on behalf of the United States Govern-
ment as & prior condiion of access to Sensitive Compartmented Information.

Signature

Organization

Printed/Typed Name (Last. First. Middle Imtaly

Date (YY, MM, DD}

FOR USE BY CONTRACTORS/CONSULTANTS/NON-GOVERNMENT PERSONNEL

Witness:

The execution of this Agreement was witnessed by the undersigned

Signature

Orgamization

Printednypcd Name (Last, Furst, Middle Initial)

Acceptlance:

to Sensitive Compartmented Information.

This Agreement was accepted by the undersigned on behalf of the United States Government as a prior condition of access

Date (YY, MM, DD)

Signature

Organization

Printed/Typed Name (Last, First. Middle Initial) Date (YY, MM, DD)

N_otice: The Privacy Act, 5 U.8.C. 55 2a, requires that federal agencies inform individuals, at the time information is solicited from them, whether the
disclosure is mandatory or voluntary, by what authority such information is solicited, and what uses will be made of the information. You are hereby
advised that authority for soliciting your Social Security Account Number (SSN) is Executive Order 9397. Yout SSN will be used to identify you pre-
CJS_eI) when it 1s necessary 1o certify that you have access to the informatior: indicated above. While your disclosure of SSN is not mandatory, your
failure 10 do se may delay the processing of such certification.

GPO 895.465
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ATTACHMENT IV ATTACHMENT TV

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

z and the United States
An Agreerncnt Between e FrTed o o)

. A . . . . . . A fied
1. intending to be legally bound, | hereby accept the obligations contained in this Agreement in consideration of my being granted access 1o ¢lassi
informatiorl.gAs used in ﬂris Agreement, classified information is information that is either classified or clmslfuabl_e uqder thg standards of gxecut:ve c_)rder
127356, or under any other Executive order or statute that prohibits the unauthorized disclosure of information in the mtgrest of nationai security. {
undarstand and accept that by being granted access to classified information, special confidence and trust shail be placed in me by the United States
Government.

2. | hareby acknowtedge that | have received a security indoctrination concerning the nature and protection _of classified information, including tt}e pro-
cedures to be followed in ascertaining whether other persons to whom | contemplate disclosing this information have been approved for access to it, and
that | understand these procedures.

3. | have been acdvised and am aware that direct or indirect unauthorized disciosure, unauthorized retention, or negligent handling of classified informa-
tion by me could cause irreparable injury to the United States or could be used 10 advantage by 8 foreign nation. | hereby agree that 1wi!§ never divulge
such information uniess | have officially verified that the recipient has been properly authorized by the United States Government to receive it or | have
been given prior written notice of authorization from the United States Government Departrment or Agency {hereinafter IDepartment or Agencv) last
granting me a security clearance that such disclosure is permitted. | further understand that | arn obligated to comply with laws and regulations that
prohibit the unauthorized disclosure of classified information,

4. 1 have bwer +dvised and am aware that any breach of this Agreement may result in the termination of any security clearances | hold; removal from any
position of speral confidence and trust requiring such clearances; and the termination of my employment or ather relaticnships with the Departments or
Agencies that granted my security clearance or clearances. In addition, | have been advised and am aware that any unauthorized disclosure of classified
informatior, by me may constitute a viclation or violations of United States criminal laws, including the provisions of Sactions 841, 793, 794, 798, and
962, Title 18, United States Code, the provisions of Section 783(b), Title 50, United States Code, and the provisions of the Inteiligence identities Protec-
tion Act of 1982. | recognize that nothing in this Agreement constitutes a waiver by the United States of the right to prosecute me for any statutory
viclation.

5. | hereby assign to the United States Government all royaities, remunerations, and emoluments that have resulted, will result or may result frem any
disclosure, publication, or revelation not consistent with the terms of this Agreement,

6. | understand that the United States Government may seek any remedy available to it to enforce this Agreement including, but not limited to, applica-
tion for a court order prohibiting disciosure of information in breach of this Agreement.

7. | understand that all information to which | may obtain access by signing this Agreement is now and will forever remain the property of the United
States Government. | do not now, nar will | ever, possess any right, interest, title, or claim whatsoever to such information, | agree that | shall return all
materials which have, ar may have, come into my possassion or for which | am responsible because of such access, upon demand by an authorized repre-
sentative of the United States Government or upon the conclusion of my employment or other relationship with the Department or Agency that last
granted me a security clearance, If | do not return such materials upon request, | understand that this may be a violation of Section 793, Title 18, United
States Code, a United States criminal law,

8. Unless and until | am released in writing by ar authorized representative of the United States Government, | understand that all conditions and obliga-
tions imposed upon me by this Agreement apply during the time | am granted access to classified information, and at ail times thereafter.

9. Each provision of this Agreement is severable, if a court should find any provision of this Agreement to be unenforceable, all other provisions of this
Agreement shall remain in full force and effect.

10. | have read this Agreement carefully and my questions, if any, have been answered to my satisfaction. | acknowledge that the briefing officer has
made available to me Sections 641, 793, 794, 798, and 952 of Title 18, United States Code, Section 783(b} of Title 50, United States Code, the intelii-
gence |dentities Protection Act of 1982, and Executive Order 12356, so that | may read them at this time, it { so choose.

11. | make this Agreement without meantal reservation or purpose of gvasion.

SIGNATURE ]DATE SO&;‘AL.C?EC)UR!TY NO. (See
no o

ORGANIZATION

The execution of this Agreement was witnessed by the undersigned, who, on behalf of the United States Govern-
ment, agreed to its terms and accepted it as a prior condition of authorizing access to classified information.

WITNESS AND ACCEPTANCE:

SIGNATURE

DATE

OCRGANIZATION

NOTICE: The Privacy Act, 5 U.S.C. 5523, requires that federai ageancies inform Individuais, at the time information Is sclicited from them, whether the
disciosure {s mandatory or voluntary, by what authonty such information s solicited, and what yses will bs mage of the Information. You are hereby
advised that authority for soliciting your Social Security Account Number (SSN) Is txecutive Order 9397. Your SSN will be usad to identlfy you pre-
cisely when it is necessary to 1} certify that you have access to the inforniation indicated above or 2' determine that your accass to the information

Ln:&?r:?d ?1‘05 terminated, Aithough disclosure of your SSN is not mandatory, your failure 10 do so may Impede the processing of such certifications or
nations.

15 STANDARD FORM 189 (8-83)
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ATTACHMENT V ATTACHMENT V
OMB NC 3090-0230

CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT
(INDUSTRIAL/COMMERCIAL/NON-GOVERNMENT)

\

1

AN AGREEMENT BETWEEN AND THE UNITED STATES

(Name of Indwidual - Type or print)

1. Intending toc be legally bound, | hereby accept the obligations contained in this Agreement in consideration of my
being granted access to classifizd information. As used in this Agreement, classified information is information that 1s
classified under the standards - T Executive Crder 123586, or under any other Executive order or statute that prohibits
the unauthorized disclosure ¢ nformation in the interest of national security. | understand and accept that by being
granted access to classified information, special confidence and trust shall be placed in me by the United States Govern-
ment.

2. | hereby acknowledge that | have received a security indoctrination concerning the nature and protection of class-
fied information, including the procedures to be followed in ascertaining whether other persons to whom | contempiate
disciosing this information have been approved for access to it, and that | understand these procedures.

3. | have been advised and am aware that direct or indirect unautheorized disclosure, unauthorized retention, or negli-
gent handling of classified information by me could cause irreparable injury to the United States or could ke used to
advantage by a foreign nation. | hereby agree that | will never divuige such information unless | have officially verified
that the recipient has been properly authorized by the United States Government to receive it or | have been given prior
written notice of authorization from the United States Government Department or Agency (hereinafter Department or
Agency) responsible for the classification of the information that such disclosure is permitted. | further understand that
t am obligated to comply with laws and regulations that prohibit the unauthorized disclosure of classified information.

4. | have been advised and am aware that any breach of this Agreement may result in the termination of any security
clearances | hold and remcval from any position of special confidence and trust requiring such clearances In addition,
have been advised and am aware that any unauthorized disciosure of classified information by me may constitute a viola-
tion, or violations, of United States criminal laws, including the provisions of Sections 641, 793, 794, and 798, Title 1¢,
United States Code, and the provisions of the Intelligence Identities Protection Act of 1982. | recognize that nothing i
this Agreement constitutes a waiver by the United States of the right 1o prosecute me for any statutory viclation.

5. | hereby assign 1o the United States Government all royalties, remunerations, and emoluments that have resuited,
will result or may result from any disclosure, publication, or revelat:on not consistent with the terms of this Agreement.

6. | understand that the United States Government may seek any remedy available to it to enforce this Agreement i

cluding, but not limited to, application for a court order prohibiting disclosure of information in breach of this Agres-
ment.

7. 1 understand that all classified information 1o which | may obtain access by signing this Agreement is now and !
forever remain the property of the United States Government. | do not now, nor will | ever, possess any right, interest.
title, or claim whatsoever to such information. 1 agree that | shall return all materials which have, or may have, come
into my possession or for which [ am responsible because of such access, upon demand by an authorized representative
of the United States Government or upon the conctusion of my employment or other relationship that requires access tc
classified information. 1f | do not return such materials upon request, | understand that this may be a violation of Sec.
tion 793, Title 18, United States Code, a United States criminal law.

8. Unless and until | am released in writing by an authorized representative of the United States Government, | under.
stand thgt all conditions and obligations imposed upon me by this Agreement apply during the time | am granted acces:
to classified information, and at all times thereafter.

9. Each provision of this Agreement is severable. |f a court shou!d find any proviston of this Agreement to be unen.
forceable, all other provisions of this Agreement shall remain in full force and effect.

{Continue on reverse)

NSN 7540-01-237.2697 - 189-201 STANDARD FORM 1B9-A (6-86!
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ATTACHMENT V ATTACHMENT ¥

10. | have read this Agreemant carefully and my questions, if any, have been answered to my satisfaction. | acknowledge
that the briefing officer has made available to me Sections 641, 793, 794, and 798, of Title 18, United States Code, the
Intelligence ldentities Protection Act of 1982, and Executive Order 12356, so that | may read them at this time, if | so
choose.

11. | make this Agreement without mental reservation or purpose of evasion.

DATE SOCIAL SECURITY NUMBER (See
SIGNATURE FOGIAL SEC

CONTRACTOR, LICENSEE, GRANTEE OR AGENT NAME, ADDRESS AND, IF APPLICABLE, FEDERAL SUPPLY CODE NUMBER (Type or print)

WITNESS ~ACCEPTANCE
THE EXECUTION OF THIS AGREEMENT WAS THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON
WITNESSED BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES GOVERNMENT,
§IGNATURE DATE SIGNATURE DATE
NAME AND ADDRESS (Type or print) NAME AND ADDRESS (Type or print

SECURITY DEBRIEFING ACKNOWLEDGMENT
(The use of this scknowledgment for security debriefings is optional,}

1 reaffirm that the provisions of the espionage laws and other Federal criminal laws applicable to the safeguarding of classified information
have been made available to me; that | have returned all classified information in my custody; that | will not communicate or transmit classi-
fied information to any unauthorized person ar agency; that | will promptly report to the Federal Bureau of investigation any attempt by an
unauthornzed person to solicit classified information, and that | (have) (have not) (strike out inappropriate word or words) received a fina!
oral security briefing.

SIGNATURE OF EMPLOYEE DATE

NAME OF WITNESS (Type or print) SIGNATURE QF WITNESS

NOTICE: Tnhe Privacy Act, 5 U.S.C. 552a, requires that Tederal agencles inform individuals, at the time Information is solicited from them, whether tha discic
suré (s mandatory or voluntary, by what suthority such Information i solicited, and what uses will ba mads of the Information. You are hereby sdvissd tha-
authority for soilclting your Soclal Security Account Number (SSN) Is Executive Oraar 9397. Your SSN will be used to ldentify you precisaly when It Is nec
dssary to ilj cartify thst you hRave access to the information Indicated abaove or 2) determine that your iccess to the Information indicated has terminatec
Although disciosurs of your SSN s not mandatory, your fallure ta do 50 may resuit in the denlal of your bea.ng granted access to ciassified information,

CT AN M AR lyEonemn s fE ARy ao
RPN H o TR AT I N
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ATTACHMENT VI ATTACHMENT VI

EMPLOYMENT AGREEMENT

As consideration for emzloyment in the Federal Bureau of Investigetion {FBI), United States Degartment of Justice,

and a5 2 conzter for contneec emcloyment, | heresy gesizre thaet lintend to be governes by ang | wil comply witn the

follawing preovisions:

t1) That | am hereby ad.ised and | understand that Federal Law including statutes, regulations issued by the
Atorney General ang QOrcers of the President of the Unitec States prohibit loss, misuse or unauthorized
disclosure or production of information in the files of the FBL

(2) | understand that unauthonizec disclosure of information in the files of the FBI or information | may acguire
2s an employee of the FBI could result in impairment of national security, place human life in jeopardy, or
result in the denial of due process to 2 persen or persens who are subjects of an FB! investigation, or
prevent the F3I from effectively discharging its responsibilities. | uncerstand the need for this secrecy
agreement; therefore, as consideration for empioyment | agree that | will never divulge, publish, or reveal
either by word or conguc?, or by other means disclose to any unauthorized recipient without cfficial written
authorization by the Director of the FBI or his delegate, any information from the investigatory files of the F3I
or any information relating to materiai contained in the files, or disclose any information or produce any
material acquired as a part of the performance of my official duties or because of my official status. The
burder is on me to determine, prior to disclosure, whether information may be disclosed and in this regarg |
agree to reguest approval of the Director ¢f the FBI in each such instance by presenting the full text of my
proposec disclosure in writing to the Directer of the FBi at least thirty (30) days prior to disclosure. |
undersianc that this agreement is not intended to appiy to information which has been placed in the public
domair o to prevent me from writing or speaking about the FZi but it is intended to prevent disclosure of
information where disclesure wouic be contrary to law, regulation or public policy. | agree the Director of
the FBi is in & better positicn than | to make that determination;

(3) | agree that all information acquired by me in connection with my official duties with the FBI ancd all official
material to which | have access remains the property of the United States of America, anc | will surrender
upon demand by the Director of the FBI or his delegate, or upon separatien from the FBI, any material
reiating to such infermation or property in My possession;

{4) That | understanc unauthorizec disclosure may be 2 violation of Federal law 2nc prosecuiec 2s a crimina!
cffense and in adgdition to this agreement may be enforcec by means of an injunction or other civil remedy.

| accept the above provisions as conditions for my employment anc continued employment in the FBI. [ agree
to comply with these previsions both duning my employment in the FBI and following termination of such emplecyment.’

(Signature)

{Type or print name)
Witnessec and aczepted in behzatt of the Director, FBI, on

, 1€ , by

(Sigrature)

ddi/CcC





